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Overview
This Policy covers the data collected and processed by Qualifications Network Limited (Qualifications Network)
who can be contacted at:

First Floor Offices
86A Lancaster Road
Enfield

Middlesex

EN2 0BX

Email: centres@gnuk.org
Tel: 020 3795 0559

Our Data Protection Officer is our Compliance Manager, Ms Jane Robson, who can be contacted directly via email
at jane.robson@gnuk.org.

Qualifications Network is the Data Controller of the personal data we process on our own behalf and the Data
Processor of data processed on behalf of our centres. We have a legal duty to protect the privacy of all, personal
and business data obtained from you while you are using our website, as well as in the provision of our services to
you. This Privacy Policy explains what information we may collect from you and the purposes for which it will be
used. This Policy complies with all current data protection and privacy regulations in the UK, including, but not
limited to, the Data Protection Act 2018 (The Act), the General Data Protection Regulations (the GDPR) and the
Privacy and Electronic Communications Regulations (the PECR).

The GDPR and The Act relate to ‘personal data’ which covers any information which makes an individual (the Data
Subject) identifiable. The PECR is in in respect of any data we may collect electronically via the use of cookies and
any electronic marketing (e.g. via email, texts, etc.) — although the regulations themselves actually cover a
number of other areas that are not applicable to the way in which Qualifications Network operates.

Purpose of and Legal Basis for Processing Personal Data

Qualifications Network will only process personal data for the purposes of delivering the services contracted by
our Centres and Learners, unless we are provided with specific consent to process for other purposes, such as
marketing, or the purpose of complying with local laws or regulations. Personal data will never be processed
without the knowledge and/or permission of the Data Subject.

Qualifications Network is an Awarding Organisation, Recognised by the following Government Regulatory Bodies
for the purposes of providing Regulated qualifications:

e The Office for Qualifications and Examinations Regulation in England (Ofqual) -
https://www.gov.uk/government/organisations/ofqual/about

e Qualifications Wales - http://www.qualificationswales.org/english/about-us/introduction/who-we-are/

e Council for the Curriculum, Examinations and Assessments in Northern Ireland (CCEA) -
http://ccea.org.uk/about us/what we do/our remit

The above Regulatory Bodies are given their powers by Acts of Parliament, or Statutes meaning that the
Regulations are Statutory Regulations. Qualifications Network therefore has a Legal Obligation to process certain
Personal Data necessary to ensure compliance with those Regulations. Links to the relevant website pages for
each of the Regulators have been provided above where you can find all of the information on the role of each
regulator and the legislation under which the each gain their powers.
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Qualifications Network also processes Personal Data under the Consent of the Data Subject as, if an individual
has agreed to take a qualification awarded by Qualifications Network, they will have agreed to share their data
with ourselves for the purposes of being assessed and awarded a qualification. In addition, where we hold
Personal Data in respect of our Centres, they will have provided their consent to us processing that data in order
to fulfil the contract they are entering into with us.

Qualifications Network also offers qualifications under its Endorsed badge. This means that the qualifications are
not regulated but have passed strict criteria covering quality and fitness for purpose. Where a Learner has opted
to take an Endorsed Qualification, they will be deemed to have consented to their data being shared with
ourselves in order to carry out any necessary quality assurance, assessment or certification.

By using our services, including accessing our website and the forms, etc. therein, you give your agreement to our
processing any personal data we may have as described in this policy.

Please note that all of our Approved Centres and the Regulatory Bodies mentioned above will have their own
Privacy Policies and may or may not use Cookies and other electronic data collection methods. All individuals
should refer to the relevant organisation’s own policies and procedures as Qualifications Network cannot be held
responsible for the actions of these third parties in relation to their processing of personal data.

Types of Personal Data Processed
We collect data in a number of ways including, but not necessarily limited to:

e As part of a Contract for Services, i.e. names and contact information of individuals, including where they
are acting on behalf of a Centre

e Provided to us by Centres in order that we can provide the regulated or endorsed qualifications that a
Learner has enrolled on

e Other forms of contact direct from Learners such as for replacement Certificates, complaints, enquiries
and Appeals

Personal Data provided to us by our Centres or Learners as part of our service provision will be processed only in
accordance with the provision of those services and no such data will be used for the benefit of Qualifications
Network.

The Personal Data collected and processed by us may include, but may not be limited to, your name, address,
date of birth, email address, contact information (such as home address and mobile or other phone number) and
IP address, together with any information provided to a Centre on their Enrolment forms, etc. This is so that
Qualifications Network are able to carry out their duties in respect of the development, assessment, certification
and quality assurance of our endorsed and regulated qualifications.

Our Website and Cookies

Who manages our website?

The content of our website is owned and edited by inhouse by Qualifications Network.

Qualifications-Network.co.uk is hosted by Godaddy.com. MyQNUK.co.uk is hosted by Siteground. Both
organisations are compliant with the GDPR.

Website usage information

No information is gathered on visitors to our website, unless it is a registered user who also logs in to the secure
section of the website. Where you are a registered user of our website and have logged in, we may collect web
usage information to enable us to build a demographic profile or to improve the services you have requested
from us.
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Cookies

Cookies are small pieces of data given to your browser by a website which may be stored as text files in the
cookie directory of your computer. Cookies are not programs and cannot collect information from your computer.
They do not damage your computer and are defined as "a piece of text stored on a user's computer by their web
browser. A cookie can be used for authentication, storing site preferences, shopping cart contents, the identifier
for a server-based session, or anything else that can be accomplished through storing text data" (source:
Wikipedia, 2011).

Our websites use cookies, however users need to accept them prior to using the site. If cookies are rejected, you
will still be able to use the main functions of the websites. We do not allow third party cookies.

Further information about cookies

If you would like to opt out of, or restrict the use of cookies when visiting any other third party’s website, you are
able to adjust the settings in your Internet browser to do this. Exactly how this is done will depend on which
browser you use for access to the Internet. Each browser has its own variation on how this can be achieved, but it
is usually under ‘Settings’ which can be found at the end of the Search bar, e.g. on Chrome it is found as follows:

New Tab x (2] -
C|a

i3 Apps [ Facebook

Go gle -

UK More toals

You then need to go to “Advanced”, then “Privacy and Security”, then “Content Settings” and “Cookies” and
choose the most appropriate setting for yourself.

Users should check their Internet browser for details of how to amend, remove or restrict the use of cookies on
their computer, tablet or other internet enabled device.

For further information about cookies, please refer to:

e Find information on internet browser cookies on the Information Commissioner's website

Third party content and linking to other websites

This privacy policy applies only to our website. We are not responsible for privacy practices within any other
websites. You should always be aware of this when you leave our website and we encourage you to read the
privacy statement on any other website that you visit. We embed external content from third-party websites such
as YouTube, Twitter and LinkedIn including cookies. This content is not published on our website. It is delivered
using devices and services from third party sites that can be inserted into our site such as media players, RSS
feeds and widgets. These websites may use cookies. Their content is subject to the privacy policy of the relevant
third-party provider and not ours.
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Information sharing and disclosure

We may share your data with specified third parties for the purposes of supplying the services you have
contracted us for or if required to by law or by a regulation based on a law, as outlined in section 2 above. We will
not sell, rent or disclose your information to any third parties other than those set out in this privacy policy
without your prior consent. In particular we may share your data with the following parties:

e The Centre you have enrolled at for the purposes of taking a Qualifications Network qualification — please
note that it is assumed that you have provided them permission for this data sharing as part of your
enrolment. Please inform us immediately if this is not the case.

e The Regulatory Bodies, as set out in Section 2 above

e Any other third party which has a lawful claim to process that data — for instance, if a Centre has sold out
its business to another third party; if a qualification is to be used for a “licence to practise” regulated by
another statutory regulator, it may be shared with that regulator for the purpose of an investigation, etc.

We do not transfer your personal data outside of the UK and the European Economic Area.

Retention of Data

Personal Data will always be held for the minimum amount of time required. This will depend on a number of
factors, such as the terms and length of a contract or a relevant law or regulation based on law; for instance, First
Aid At Work qualifications expire after 3 years, but the Health & Safety Executive have stated that the details
must be held for a minimum of 2 years and 3 months after the expiration date. All data will be deleted a
maximum of 12 months after such a period has ended under our data clearance procedures. Personal Data that
has been gathered via email, written or telephone enquiries which have not led to further request for services will
be held for a maximum of 12 months after the initial contact, unless additional permission is obtained from the
Data Subject or a contract for services is brought into force in the interim.

It should be noted that where we have provided a Qualification Certificate, we are bound to be able to provide a
replacement certificate at any point in the future. This means that the minimum data required to produce such a
certificate, including, but not limited to, name, data of birth, date of assessment, details of the Centre you
enrolled in and details of the outcome of those assessments, must be held indefinitely to enable us to do this.

Electronic Personal Data is encrypted and held in a secure manner on physical and cloud-based servers. The
encryption used meets all current requirements for encrypted services and is updated regularly to ensure that it
remains fit for purpose. Electronic data is deleted following a secure process to ensure there is no lapse in
security at the point of deletion.

Paper based Personal Data is held in secure cabinets. It is destroyed under contract with a secure data destruction
company.

Your Rights

Under current legislation, Data Subjects have the following rights:

e To beinformed — This policy is one of ways in which Qualifications Network informs you how and why we
process your data

e  Of Access — All Data Subjects have the right to quest access to all of the data we hold on them. Any Data
Subject requests received will be reviewed and responded to within one calendar month of receipt of the
request. Most requests will be fulfilled free of charge, however, Qualifications Network reserve the right to
charge a reasonable administration fee for any requests deemed to be excessive, unfounded or repetitive.

e Of rectification — Should you find that any data we hold about you is incorrect, you can ask us to correct it and
we will investigate and respond within one calendar month of receipt of the request.
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e Of Erasure — You can ask for your Personal Data to be erased permanently. All such requests will be responded
to within one calendar month of the receipt of a request. Please note that, whilst we will always endeavour to
fulfil requests, there may be some instances were this is not possible due to legal or regulatory reasons. We
will always provide a full explanation in any such instances.

e To restrict processing — If you do not wish for your data to be erased, you may ask for it to be restricted so that
we continue to hold it but not process it or use it in any way — we would essentially ‘archive’ your data. This is
only applicable in certain circumstances, however we will look at all requests and respond within one calendar
month of the receipt of a request.

e To data portability — All electronically held data can be transferred to another company in a structured,
commonly used and machine readable format on request. Please note that this will only include the data you
have provided to us and not any ancillary data produced as a result of the services we have created during the
provision of our services or where that data includes information regarding a third party. All requests for
moving data will be responded to within one calendar month of a request being received.

e To Object — You can object to our processing data for the purposes of marketing, scientific/ historical research
and statistics, or legitimate interests or in the performing of a task in the public interest /exercise of official
authority (including profiling). All such requests shall be responded to within one calendar month

¢ Rights related to automated decision making, including profiling — The GDPR sets out specific rights in
relation to automated decision making. Please note that Qualifications Network does not use any form of
automated decision-making system whilst processing your data.

e To complain - You have the right to raise a complaint regarding the processing of your data or our response to
a request under the above rights. As part of this, you also have the right to escalate your complaint to a
supervisory authority. In respect of data handling, you have the right to escalate your complaint to the
Information Commissioners Office (ICO). Please go to https://ico.org.uk/for-the-public/raising-concerns/ for
full details.

Data Subjects have the right to withdraw their consent to our processing their data at any time.

In respect of any of the rights indicated above, if you would like to make a request, require further information, or have
a complaint regarding our processing of your data please contact us at:

First Floor Offices
86A Lancaster Road
Enfield

Middlesex

EN2 0BX

Email: centres@gnuk.org
Tel: 020 3795 0559

You can also contact our Data Protection Officer, Ms Jane Robson, directly via email at jane.robson@qgnuk.org if
you have a specific concern or query in respect of the way your Data is handled by Qualifications Network.

Changes to this policy

We may make changes to this privacy policy at any time. Changes will be posted on our website and are effective
immediately, except where they relate directly to a contract for services where all changes will be subject to the
agreements in that contract. Regularly reviewing this Policy ensures that you are always aware of what
information we collect, how we use it and under what circumstances, if any, we will share it with other parties.
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